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1 Introduction
1.1 Purpose of This Manual

This document describes the operation of the Lantr&Port customized by Grid Connect to enable
Modbus ASCII/RTU devices with EtherNet/IP communicas. The XPort is the primary component
of the NET232 and NET485 products, therefore trasmnal applies to the operation of the EIP-MB
versions of them as well.

NOTE: This manual is only a software/firmware reface. The following manuals should be consulted
as hardware references for the XPort, NET232, da@i485. Only refer to the sections listed.

Anything else in these manuals does not applyed=ir-MB versions. Copies of these documents are
included on the EIP-MB product CD.

= XPort_IntGuide.pdf - Section 2
= NET232_UM_800232_c.pdf - Sections 2.5, 2.7, 2.8, 2.
= NET485 _UM_800240 c.pdf- Sections 1.2, 1.3,2.3,2.4

The EIP-MB firmware does not utilize everything #afale in the hardware of the above platforms.
The differences are listed below:

= XPort - The EIP-MB firmware does not use the Comfaple Pins.
= NET232 - The EIP-MB firmware does not use RTS ai&C

1.2 Overview

The XPort behaves as an EtherNet/IP server demdealodbus client capable of communicating
with one Modbus slave. An XPort is mountable trauit board therefore it is convenient to add thi
component to an existing Modbus ASCII or RTU sldeeice.

The XPort is configurable via vendor specific oltgeio EtherNet/IP or via an upload of a
configuration file. The user sets parameters és¢hobjects to set up a table of Modbus function
codes, coils, and registers supported by the slaés table describes the mapping of coil andstegi
data into the EtherNet/IP I/O messages. Interntily mapped Modbus coils and registers are polled
regularly by a Modbus master/client. The cliemtaauously reads and writes internal buffers wita t
values of these coils and registers. This dad@adable via I/O data assemblies in the
producer/consumer connection over EtherNet/IP.

1.3 Necessary Tools

The following tools are necessary for configurihggtXPort:

 BOOTP Server — the XPort initially powers up aneapts to obtain an IP address using
BOOTP. If no BOOTP server responds, the XPort redert to a default IP address.

» EtherNet/IP Messaging Tool — can be a PLC or So#Waol, must be capable of
establishing an explicit messaging connection amdling Get_Attribute_Single and
Set_Attribute_Single EtherNet/IP explicit messages.

e TFTP Client Software — required to download/uplgadfiguration files or to upload new
firmware.

EtherNet/IP — Modbus XPort Introduction e« 1



1.4 EtherNet/IP Terms of Usage

EtherNet/IP Technology is governed by the Open EaNet Vendor Association, Inc (ODVA). Any
person or entity that makes and sells productsittiaement EtherNet/IP Technology must agree to
the Terms of Usage Agreement issued by ODVA. \8gw.odva.orgfor detalils.

1.5 Documentation and Firmware Updates

Updates to this document and the XPort-EIP-MB fiamgvare available at:

http://developer.gridconnect.com
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Features

The EtherNet/IP — Modbus XPort has the followingttges:

Supports 1 EtherNet/IP I/O connection and 2 Eth#tR&CP connections.
Mappings of Modbus Data to/from EtherNet/IP 1/0 ®ate fully configurable.
EtherNet/IP Module and Network Status LED stateslakle to Modbus Slave.
EtherNet/IP Identity Object attributes configurable

Ethernet MAC address configurable.

Firmware is unlocked by default for ease of iniiahfiguration, but it can be locked to
prevent end-users from changing mappings or Ide6tiject attributes.

Internal TFTP Server to upload new firmware andagldownload all of the configuration
data — once one XPort is set up, download it's igunétion, then upload the file to the rest of
your XPorts.

BOOTP supported.

EtherNet/IP — Modbus XPort Features ¢ 3



3  XPort Operation
3.1 Configuration Lock & Unlock

The XPort provides a means to unlock and lock tdiguration, so it can or cannot be changed via
Ethernet. Out of the box, the module powers uj e configuration unlocked since it does not yet
contain a configuration. The configuration consaam attribute that can set the power-up defauleto

locked.

When the configuration is lockethe module behaves as follows:

» Attributes of Objects 0x64, 0x65, and Ox66 are realy (“Set_Attribute_Single” service will

fail).

» Object 0x6E (the Identity Configuration) does neise

* TFTP uploads of firmware and configuration filee denied.

e The Modbus client is fully functional.

When the configuration is unlocketthe module behaves as follows:
» Attributes of Objects 0x64, 0x65, 0x66, and Ox6& emnfigurable.

e TFTP uploads of firmware and configuration filee accepted.

» The Modbus client stops scanning (regardless of&hges in the “Run/Idle Mode” and
“Actively Scan Slave” attributes!!)

To toggle the lock, the following EtherNet/IP exjiimessage must be sent to the XPort:

Service Code

Class ID

Instance ID

Attribute 1D

Data

0x45

0x67

0x89

OxAB

0OxCD

Note that simply toggling the lock with the abovessage does not change the default lock state on
power-up. The lock can be toggled any numbemoés. The lock will change to the default setting

on the next power cycle.

Setting the default state of the lock at poweraigdscribed in Section 3.2: Bridge Configuration

Object (Class 0x64). When the configuration ik, sending the above message is the only way to

unlock it again.

4 « XPort Operation
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3.2 Bridge Configuration Object (Class 0x64)

The various settings of the bridge and the Modluus gn the XPort can be configured through
EtherNet/IP via Get_Attribute_Single (OXOE) and_Pdtribute_Single (0x10) Services directed at
Vendor Specific Object Class 100 (0x64), Instance 1

Attr ID | Attr ID | Access Name Data Type Description

(dec) | (hex)

100 | Ox64 Get Modbus Status UINT (See below forBask
definition)

101 0x65 Get Modbus Extended Status UDINT  (Seevibédo definition)

102 0x66 | Get/Set Modbus Type* USINT] 1=RTU, 2 =GA5(Default =
RTU)

103 0x67 | Get/Set Modbus Slave Address* USIN[T Thdresk of the Modbus
Slave (Default = 1)

104 0x68 | Get/Set Modbus Baud Rate* USINT The batel of the Modbus
communication (See below for
semantics of values, Default =
7, 19.2 kbps)

105 | Ox69| Get/Set Modbus Data Bits* USINT 7 or 8i&ldvata Bits (Default
=8)

106 | Ox6A Get Modbus Stop Bits USINT| Always 1

107 | Ox6B| Get/Set Modbus Parity* USINT (See belowdemantics of
values, Default = 1, Even
Parity)

108 | Ox6C| Get/Set Actively Scan Slave* USINT 0 = N5 Yes (See below for|
definition, Default = 0)

109 | Ox6D| Get/Set Modbus Client Run/Idle USINT 0 =Idle, 1 = Run (See below

Mode* for definition, Default = 0)

110 | Ox6E| Get/Set BOOTP Enabled * USINT 0 = Disapled Enabled
(Default = Enabled). (See
below also)

111 | Ox6F| Get/Set EIP Network Status Register* UINT A Modbus Register to update
with the EIP NS LED State
(See below for definition,
Default = 0)

112 0x70| Get/Set EIP Module Status Register* UINT Madbus Register to update
with the EIP MS LED State
(See below for definition,
Default = 0)

113 0x71| Get/Set Configuration Lock Default pn USINT 0 = Unlocked, 1 = Locked. Set

Power-up* to 1 to lock configuration on all
subsequent power-ups. Set tg
to be unlocked on subsequent
power-ups. (Default = 0).

114 | Ox72| Get/Set Restore Factory Defaults USINT Nb71l=Yes. Ifsetto 1, the
unit will load factory defaults
on next power-up (Default = 0).

115 | Ox73| Get/Set IP Address Registers (start| UINT The first of two consecutive

address)* Modbus registers containing IR
address. Read on startup if non
zero. (See below for definition,
Default = 0)

EtherNet/IP — Modbus XPort
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116

ox74

Get/Se

Subnet Mask Registers (stg
address)*

rt UINT

The first of two consecutive
Modbus registers containing
Subnet Mask. Read on startup
non-zero. (See below for
definition, Default = 0)

117

0x75

Get/Se

Gateway Registers (start
address)*

UINT

The first of two consecutive
Modbus registers containing
Gateway. Read on startup if
non-zero. (See below for
definition, Default = 0)

118

0x76

Get/Se

MAC Address Registers (start UINT

address)*

The first of three consecutive
Modbus registers to receive
MAC Address. Written on
startup if non-zero. (See below
for definition, Default = 0)

119

ox77

Get/Se

Modbus Master Inter-scan
Delay*

UINT

The amount of time the internd
Modbus Master will delay in

milliseconds before starting the

next loop of reads and writes.
(See below for definition,
Default = 100 ms)

120

0x78

Get/Se

Modbus Master Inter-message UINT

Idle Time*

The amount of time the interna
Modbus Master will delay in
milliseconds between the end
receiving a Modbus response
and sending the next request.
(See below for definition,
Default = 10 ms)

121

0x79

Get/Se

Modbus Master Output
Heartbeat*

UINT

The amount of time that shoulg
elapse before the Modbus

Master sends Output data that|
has not changed. (See below f
definition, Default = 0 ms)

if

Of

|

122

Ox7A

Get/Set

Modbus Master NS/MS LEL
Heartbeat*

UINT

The amount of time that shoulg
elapse before the Modbus
Master sends an EIP NS/MS
LED status that has not
changed. (See below for
definition, Default = 0 ms)

|

123

0x7B

Reserved

* Denotes that the attribute is saved in non-vidatiemory and the value is preserved after a power
cycle (unless the “Restore Factory Defaults” atttétwas set prior to reset).

Invalid values for a Set_Attribute_Single requestirn the appropriate EtherNet/IP error response.

6 ¢ XPort Operation
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This attribute always maintains the current stafithe module according to the bit field of flags

defined in the table below. A flag is consideredbé “Set” if the corresponding bitis 1. If thalwe
of the status attribute is zero (0), then everghgcurrently operating normally with a valid
configuration and no pending edits.

Bit (0 = LSB) Status Flag
0 Modbus error — slave is responding with erroresodExtended
Module Status (Attribute 101) contains the errademformation
1 Modbus error — communication with slave timed-ouas previously
established)
2 Modbus error — communication with slave cannog$tablished at all
3-7 Reserved
8 Unit is currently active at factory defaults
9 Unit has a new configuration that will take effapon reset.
10-15 Reserved

This attribute contains additional error informatiwhen a Modbus error in Attribute 100 is flagged.

Each byte contains a different value as definatiéntable below. Overall, the bytes indicate there
codes that are being returned by the Modbus slaxiagil/O communication. If multiple Assembly

mappings are returning errors, the last mappingtr és contained in this attribute. If the slateps

sending errors, this status will be set back toeer

Byte 3 (MSB) Byte 2 Byte 1 Byte 0 (LSB)
Modbus Exception| Modbus Error Code Mapping ID Assem Inst
Code from slave from slave receiving the error| receiving the error
(0x80 + FC) (1...10) (0x65, 0x66)
Attr Value Baud (bps) Attr Value Baud (bps)
0 300 8 28800
1 600 9 38400
2 1200 10 57600
3 2400 11 76800
4 4800 12 93750
5 9600 13 115200
6 14400 14 187500
7 19200 15 230400
EtherNet/IP — Modbus XPort XPort Operation o 7



Attr Value Parity
0 None
1 Even
2 Odd

These attributes control the behavior of the Modtignt within the XPort while an EtherNet/IP 1/0
connection is not present. The Modbus client asta “scanner” of the Modbus slave according to the
I/0 mappings defined in the XPort’s configuratiofhe client can regularly read the slave’s regsster
regularly read and write the slave’s registersjyarcommunicate at all. The following two tables
describe the client’'s behavior based on the vadfielsese two attributes:

Value Attribute 108 — Actively Scan Slave
0 The client will not scan the slave at all wherEdnerNet/IP 1/O
connection is not present. The value of AttribL®@ is ignored.
1 The client will scan the slave when an EtherMel/O connection is

not present. Attribute 109 is used to define ttenging behavior.

Value Attribute 109 — Run/Idle
0 Idle Mode — the client will only read the slavaiputs regularly.
1 Run Mode — the client will read the slave’s irgpahd write the slave’s

outputs regularly.

This functionality can be useful while configuritige device or reading and writing data explicitig v
the Assembly Object’s data attribute.

Again, note that these attributes only controllibbavior when an EtherNet/IP 1/0 connection is not
established and the configuration is locked. Waeonnection is established, the client will begin
actively scanning the slave, regardless of theevadlAttribute 108. The Run/Idle bit in the fingbrd

of the output assembly data will tell the clienbjmerate in Idle Mode or Run Mode, regardless ef th
value in Attribute 109.

NOTE: These attributes must be set to “1” in ontdgpass EtherNet/IP conformance!

If BOOTP is enabled and the BOOTP request failadtout occurs after approximately 30 seconds),
then the module will come online at the IP addthasresides in non-volatile memory. This will be

the value assigned by the previous BOOTP requesiediactory default of 192.168.0.254. If BOOTP
gets disabled and the power is cycled, the IP addfat resides in non-volatile memory will be used

8 ¢ XPort Operation EtherNet/IP — Modbus XPort



These two attributes can be set to contain registdesses in the Modbus slave that should be update
with the EtherNet/IP Network Status and Module @atlf the attribute is set to 0x0000, the XPort

will not update anything with the correspondingsta These status registers can be used by the
Modbus slave to update LEDs in its hardware. Nadéthe XPort does not have its own LEDs for
this purpose, nor are there enough I/O pins toassprt all of the states of two bi-color LEDs.
Therefore these LEDs must be implemented in theesdhardware and firmware. The slave is also
responsible for performing the power-on blink segpeeand maintaining proper blink timing as
defined in the CIP Specification.

The Write Single Register Function Code (0x06)3sduby the Modbus client. The valid range of
values is 0x0000 to OxFFFF.

The following table summarizes the actual statusesthat will be written to the two registers.

MSb LSb
15 3 2 1 0
Reserved Flash Red Green

Bit 0: if O, green color is off; if 1, green col@ron.
Bit 1: if O, red color is off; if 1, red color iso
Bit 2:  if O, color is steady/solid; if 1, color iinking.

For example a blinking green LED would be represeiity 101, a solid red LED would be 010, off
would be 000, and 011 is undefined since the LEihoabe both colors at once. The remaining 13
bits are reserved for future use, such as repodatiitional state information, and should be igdore
(not assumed to be zero).

NOTE: The use of these registers is dependent @thghor not the XPort is set to use BOOTP or not.

These three attributes define the first of two emusive Modbus registers containing IP Address
(attribute 115), Subnet Mask (attribute 116), arde@ay (attribute 117). If the attribute is nomeze
(set to a register number), the Modbus masterredt/write IP Address, Subnet Mask, or Gateway
from/to the Modbus slave’s registers. The defaudtfiese attributes is zero.

If the attribute is non-zero and BOOTP is disabled:

= On startup, the XPort witlead the IP Address, Subnet Mask, and/or Gateway fim t
Modbus registers.

= Ifthe IP Configuration attribute (EtherNet/IP Otfj&lass 0xF5, Instance 0x01, Attribute
0x05) is written with a new valid configurationgtiXPort willwrite the new IP Address
Subnet Mask to the Modbus registers.

o If a success response is received from the Modlitie,then success is sent over
EtherNet/IP.

o If an error response is received from the Modbugswthen an error response is sent
over EtherNet/IP.

0 A success over EtherNet/IP will cause the XPoreset and re-read the IP address
and/or subnet mask from either non-volatile menmrthe Modbus registers.

If the attribute is non-zero and BOOTP is enabled:

EtherNet/IP — Modbus XPort XPort Operation ¢ 9



The XPort will not attempt to read the IP AddreSgbnet Mask, and/or Gateway from the
Modbus registers.

The XPort will not allow the IP Configuration atitite (EtherNet/IP Object Class 0xF5,
Instance 0x01, Attribute 0x05) to be written.

Upon receiving an IP Address, Subnet Mask, andaie®ay via BOOTP, the XPort will
write the new values to the Modbus registers.

The following table shows an example how the aftgbralue translates into Modbus register numbers
and how the data in these registers translateaimt® address or subnet mask.

Attribute set Modbus Registers Register Values Translates to
to (in hex): Address:
“70 00~ 40112 0x0201 1.2.34
40113 0x0403
“80 00” 40128 OXFFFF 255.255.255.0
40129 O0X00FF
“90 00” 40128 0x0201 1.2.3.1
40129 0x0103

This attribute defines the first of three consamitilodbus registers to receive the MAC addreshef t
XPort. If the attribute is non-zero (set to a ségi number), the Modbus master will write MAC
address to the Modbus slave’s registers on staftup default for this attribute is zero.

The following table shows an example how this bttté value translates into Modbus register
numbers and how the data in these registers ttassk#o a MAC address:

Attribute set

Modbus Registers

Register Values

Translates to

to (in hex): Address:
“90 00~ 40144 0x2000 00:20:4A:8F:90:F2
40145 Ox8F4A
40146 0xF290

The Modbus Master inside the XPort has a loopdbatinually reads and writes the registers of the
Modbus slave. These attributes allow you to tureebishavior of the Master and adjust how fast it
operates. These can be useful if you want to sppatie Modbus Master to boost performance or
slow it down if your Modbus Slave’s processor carkeep up.

On every loop, the Modbus Master performs the faithg in this order:

Send Network Status LED Message (if necessary)
Send Module Status LED Message (if necessary)
Send Modbus Read Messages

Send Modbus Write Messages (if necessary)

10 « XPort Operation
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The attributes to control the behavior are defiagdollows:

= Modbus Master Inter-scan DelayThe number of milliseconds the Master will deteyween
every scan loop before executing again. The deimd®0 milliseconds.

= Modbus Master Inter-message ldle Tim&he number of milliseconds the Master will delay
after the end of the receipt of a Modbus respongi€sending the next Modbus request. The
default is 10 ms.

=  Modbus Master Output Heartbeai he number of milliseconds that must elapsereeatee
Master will send a Modbus Write command for ouigatia if it has not changed. The default
is 0 ms, which means output data will be writtereerry scan, regardless of whether it has
changed or not. Setting it to OXFFFF will disallile heartbeat entirely and output data will be
written only after a change.

= Modbus Master NS/MS LED HeartbeafThe number of milliseconds that must elapsereefo
the Master will send the Modbus message to wrétustof the EIP NS/MS LEDs (if
configured) if they have not changed. The defauli ms, which means the LED status will
be written on every scan, regardless of whethemstchanged or not. Setting it to OXFFFF
will disable the heartbeat and the LED status lbéliwritten only after a change.

The valid range for all of these attributes is 8535 (OxFFFF) ms.

Note for the heartbeat timings — if the normal ex&smn time of one loop/scan is, for example, 200ms,
then setting the heartbeat attribute value to angthetween 0 and 200 ms will still cause the ngssa
to be sent on every scan.

EtherNet/IP — Modbus XPort XPort Operation ¢ 11



3.3 Input (T->0O) EtherNet/IP to Modbus Mapping
(Class 0x65)

The firmware in the XPort maintains a table of thepping between the EtherNet/IP Input (T->0)
Assembly and the Modbus function calls. The infation in this table is saved in nhon-volatile
memory. The data in the table can be configurealth EtherNet/IP via Get_Attribute_Single

(OxOE) and Set_Attribute_Single (0x10) Servicegdied at Vendor Specific Object Class 101 (0x65),
Instance 1.

Attr ID|Attr ID | Access Name Data Type Description
(dec)| (hex)
100 | Ox64 Get Input Data Size UINT Current sizehaf Assembly data in

16-bit words. Whenever a Mapping
is changed, this attribute will be
immediately updated with the new

size.
101 | Ox65 Get/Set Mapping 1 Struct of:
USINT | Modbus Function Code (0x01, 0x032,
0x03, 0x04)

UINT Starting Register Number (Register
Address + 1) (0x0001 - OXFFFF)
UINT Quantity of Coils (1-2000), Inputs (1
2000), Holding Registers (1-125), o
Input Registers (1-125)

102 | Ox66 Get/Set Mapping 2 Struct Same as Mapping 1
103 | 0Ox67 Get/Set Mapping 3 Struct Same as Mapping 1
104 | 0Ox68 Get/Set Mapping 4 Struct Same as Mapping 1
105 | 0x69 Get/Set Mapping 5 Struct Same as Mapping 1
106 | Ox6A Get/Set Mapping 6 Struct Same as Mapping 1
107 | Ox6B Get/Set Mapping 7 Struct Same as Mapping 1
108 | Ox6C Get/Set Mapping 8 Struct Same as Mapping 1
109 | Ox6D Get/Set Mapping 9 Struct Same as Mapping 1
110 | Ox6E Get/Set Mapping 10 Struct Same as Mapbing
111 | Ox6F Reserved

Once a Set_Attribute_Single message is receivedstindard EtherNet/IP error checks will be
performed. If all error checks pass, the valuethefstructure will be checked against the setatitlv
vales. If this check passes, a Modbus messagéevidkent to the slave device to test if the sugdplie
function code and data are supported in the slév@success response is received from the Modbus
slave, an EtherNet/IP success response is rettwriadicate Modbus success. If an exception
response is received from the Modbus slave, arrE&td4P error code of Ox1F (Vendor Specific
Error) response is sent with the data set to theteModbus error response received from the slave (
byte error code + 1 byte exception code). If themo response from the slave, the EtherNet/Iererr
code will be 0x02 (Resource Unavailable).

The mappings are used to construct the Input detsage that will be sent from the XPort to the
EtherNet/IP connection originator via an I/O messaghe input data buffer is organized as follows:

16-bit
Status

Mapping 1 | Mapping 2 Mapping 10

12 « XPort Operation EtherNet/IP — Modbus XPort



The first two bytes provide the status of the devi his value is identical to Class 100, Instahce
Attribute 100. It provides information about thatss of the configuration, health of the deviae] a
status of the Modbus link.

Unused mappings will contain all zeros in the cgpnding attribute structure and will not be
included in the input data buffer. The input datdfer will be of dynamic total length up to 500tey
(250 words) according to the combined length oftedl mappings. If this length is exceeded, a CIP
Error Response 0x1B (Routing Failure, Responsed®dao Large) will be generated for the
Set_Attribute_Single message that caused the ovedhd the target mapping will remain unchanged.

A mapping can be deleted by setting it to all zeroe

The factory default configuration does not contaiy mappings. The 16-bit status is always
provided, so the factory default size of this adsgns 2 bytes.

The data length of the current configuration ig\ttribute 100 of this class. The value in thigibtite
is automatically updated as mappings are chanjede that the new configuration does not take
effect until the power is cycled on the unit. Téfere if the configuration is changed, Attributed10
will contain the value of theew data size that will only take effect after a powsgcle - not the size
that is currently active.
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3.4 Output (O->T) EtherNet/IP to Modbus Mapping
(Class 0x66)

The firmware in the XPort will maintain a tabletbE mapping between the EtherNet/IP Output (O-
>T) Assembly and the Modbus function calls. THerimation in this table will be saved in non-
volatile memory. The data in the table can be igoinéd through EtherNet/IP via
Get_Attribute_Single (OXOE) and Set_Attribute_San@x10) Services directed at Vendor Specific
Object Class 102 (0x66), Instance 1.

Attr ID [Attr ID| Access Name Data Type Description
(dec) | (hex)
100 0x64 Get Output Data UINT Current size of the Assembly data in
Size 16-bit words. Whenever a Mapping
is changed, this attribute will be
immediately updated with the new
size.

101 0x65| Get/Set| Mapping 1 Struct of:
USINT | Modbus Function Code (0x0F, 0x10)

UINT Starting Register Number (Register|
Address + 1) (0x0001 - OXFFFF)

UINT Quantity of Coils (1-1968), Registers
(1-120)

102 0x66 | Get/Set| Mapping 2 Struct Same as Mapping 1
103 0x67 Get/Set| Mapping 3 Struct Same as Mapping 1
104 | O0x68| Get/Set| Mapping 4 Struct Same as Mapping 1
105 0x69 Get/Set| Mapping 5 Struct Same as Mapping 1
106 | Ox6A | Get/Set| Mapping 6 Struct Same as Mapping 1
107 | Ox6B| Get/Set| Mapping 7 Struct Same as Mapping 1
108 | Ox6C| Get/Set| Mapping 8 Struct Same as Mapping 1
109 | Ox6D| Get/Set| Mapping 9 Struct Same as Mapping 1
110 | Ox6E| Get/Set| Mapping 10 Struct Same as Mapbing
111 Ox6F Reserved

Once a Set_Attribute_Single message is receivedstindard EtherNet/IP error checks will be
performed. If all error checks pass, the valuethefstructure will be checked against the se&titlv
vales. If this check passes, a Modbus READ messibke sent to the slave device to test if the
supplied registers are supported in the slave e:Notthis case, the XPort will not attempt to erhe
coils/registers specified by that mapping. If acass response is received from the Modbus slave, a
EtherNet/IP success response is returned to irdMatibus success. If an exception response is
received from the Modbus slave, an EtherNet/IPrarode of Ox1F (Vendor Specific Error) response
is sent with the data set to the exact Modbus eesponse received from the slave (1 byte erroe cod
+ 1 byte exception code). If there is no respdram the slave, the EtherNet/IP error code will be
0x02 (Resource Unavailable).

Actual writes are only performed when the Modbuertlis in Run mode, so any possible errors (i.e.
trying to write a read-only register) are reportedly when valid 1/0 is exchanged. The errors are
accessible via the status word in the Input I/Gaaatd the status attributes of the Bridge Confitnma
Obiject.

The mappings are used to parse the output dateageetisat will be sent from the EtherNet/IP
connection originator to the XPort via an I/O megsaThe mappings are then translated to Modbus
data to send to the slave. The output data bisfferganized as follows:
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16-bits

Run/idle | MapPping 1| Mapping 2 Mapping 10

Unused mappings will contain all zeros in the cgpmnding attribute structure and will not be
included in the output data buffer. The outpuadaiffer will be of dynamic total length up to 500
bytes (250 words) according to the combined led#l the mappings. If this length is exceeded, a
CIP Error Response 0x1A (Routing Failure, Requask®t Too Large) will be generated for the
Set_Attribute_Single message that caused the ovedhd the target mapping will be unchanged.

A mapping can be deleted by setting it to all zeroe

The factory default configuration does not contaiy mappings, so the default size of this assembly
2 bytes.

Only bit 0 of the first word is defined as the Rdi#¢ command for the Modbus client. When an 1/0O
connection is active, a zero (0) in this bit représ Idle Mode and a one (1) represents Run Mtde.
Idle mode, the Modbus client will only read thevela registers. In Run mode, it will read and evrit
the slave’s registers.

The data length of the current configuration ig\ttribute 100 of this class. The value in thigibtite
is automatically updated as mappings are chanjede that the new configuration does not take
effect until the power is cycled on the unit. Téfere if the configuration is changed, Attributed10
will contain the value of theew data size that will only take effect after a powsgele - not the size
that is currently active.
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3.5 Identity Configuration Object (Class OX6E)

In order to customize the XPort for different Modtslaves, the EtherNet/IP Identity Object
information must be configurable. This object pdes the means to set some Identity Object
attributes and the XPort’'s Ethernet MAC Addresse &ttributes can be accessed via
Get_Attribute_Single (OXOE) and Set_Attribute_ Sen@®x10) Services directed at Vendor Specific
Object Class 110 (Ox6E), Instance 1. The attrimapping parallels that of the standard CIP Idgntit
Object Class 0x01.

Attr ID | Attr ID | Access Name Data Type Description
(dec) | (hex)

100 0x64 Get/Set| Custom Ethernet 6 USINTs (See below for definition)
MAC Address

101 0x65 Get/Set| Vendor ID UINT CIP Vendor ID (Delfa= 940)
102 0x66 Get/Set| Device Type UINT CIP Device Typefault = 12)
103 0x67 Get/Set| Product Code UINT CIP Product Qoagault = 201)

104 0x68 Get/Set| Product Revision 2 USINT}s (Seevbébr definition)

105 0x69 Reserved

106 Ox6A | Get/Set| Serial Number UDINT (See belowdefinition)
107 0x6B | Get/Set| Product Name Short String  (Seavbdr definition)
108 0x6C Reserved

* Note that this entire object will not exist iféHirmware is locked.

Invalid values for a Set_Attribute_Single requesl return the appropriate EtherNet/IP error
response. Any values successfully set will betamito non-volatile memory and take effect after a
power cycle.

This attribute is of the form AA-BB-CC-DD-EE-FF wigeAA is the first byte in the data buffer and
FF is the sixth byte in the data buffer. If ttédeft as all zeros, the default MAC Address (from
Lantronix) of the XPort will be used. The defanitthis attribute is all zeros.

This attribute is a Struct of two USINTs. The fioyte in the data buffer is the product’'s major
revision and the second byte is the minor revisiohe default is the firmware revision of the XPort

If this attribute is zero, a serial number is comsted from the MAC Address.

The data type of the Product Name is a “Short §trés defined in the CIP specification. The first
byte in the data buffer identifies the length af iroduct name (humber of actual characters, do not
count NULL terminators). The second byte is thstfietter in the product name; the third bytehis t
second letter, and so on. Do not include any Ndharacters (i.e. string terminator) at the enchef t
string — only significant characters. The lengtithe product name is limited to 32 characterse Th
default product name is “XPort-EIP-MB”.
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3.6 Input (T->0O) Assembly Object (Class 0x04,
Instance 0x65)

The mappings defined by Vendor Specific Object €65 define the standard EtherNet/IP
Assembly Object Instance 0x65.

3.7 Output (O->T) Assembly Object (Class 0x04,
Instance 0x66)

The mappings defined by Vendor Specific Object €66 define the standard EtherNet/IP
Assembly Object Instance 0x66.

3.8 Configuration Assembly Object (Class 0x04,
Instance 0x80)

The Configuration Assembly Object is not implementéiowever, some EtherNet/IP clients require
one. If this is the case, use Instance ID 0x80 witlata length of 0.
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4 TFTP Services

The XPort contains an embedded TFTP server thabearsed to read or write a configuration file and
update the XPort firmware. However, the firmwarnestfirst be unlocked before any files can be
uploaded. The configuration file can be downloadedny time. The TFTP server only supports
standard TFTP, not Extended TFTP.

Free TFTP client software is available on the W\WMitp://www.weird-solutions.com/

We have recently discovered that the above TFTEnxtcioes not behave properly when the server (the
XPort) requests retransmission of a packet. Radtt@ar retransmitting the same packet, this client
transmits thenext packet's data using the block number of the paepiested for retransmission.
Therefore the server accepts it as the retrangivdtiéa since the block number matches. The rissult
that the firmware in flash is missing blocks ofalatWe have observed retransmission attempts
occurring only when using the XPort on a half-dugieib with other network traffic present. The
connection is extremely reliable over a full-dupgaxitch.

4.1 Configuration File

The configuration file contains all of the configbte data within the XPort, as defined in this
document. Therefore, rather than having to configavery XPort using EtherNet/IP messaging, a
configuration file can be created with a binary/ffikxeditor and loaded into every XPort.

NOTE: It is NOT recommended to configure the XRiyrtmanually editing this file. Configuration
should be performed via EtherNet/IP messaging asrileed earlier in this manual.

To download the configuration file, use a TFTP mliso connect to the XPort and request the file
“config.bin” (without the quotes). Any other firame will not be accepted.

To upload the configuration file, unlock the firmm@aand upload the file using a TFTP client. The
only requirement for the file name is that the élgension is “.bin” — any file name is acceptétbte
that on the server, the file name gets changeddofig.bin”. The uploaded file is checked for ditly
before being saved to flash. If the file is vatitg old configuration in flash is overwritten.

The following binary file specification for the cfiguration file is aligned with Firmware versionlB.

Offset | Offset Type Num Name
(hex) (dec) Bytes

0x00 0 UINT 2 Vendor ID

0x02 2 UINT 2 Device Type

0x04 4 UINT 2 Product Code

0x06 6 USINT 1 Major Revision

0x07 7 USINT 1 Minor Revision

0x08 8 USINT 1 Product Name Length, 1-32
0x09 9 32 USINTs 32 Product Name String, 1-32 bytes
0x29 41 UDINT 4 Serial Number

0x2D 45 6 USINTs 6 MAC Address

0x33 51 4 USINTs 4 IP Address

0x37 55 4 USINTs 4 Subnet Mask

0x3B 59 4 USINTs 4 Gateway
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Offset | Offset Type Num Name

(hex) (dec) Bytes

0x3F 63 USINT 1 BOOTP Enabled Flag

0x40 64 USINT 1 Modbus Type (RTU or ASCII)

0x41 65 USINT 1 Modbus Slave Address

0x42 66 USINT 1 Modbus Baud Rate

0x43 67 USINT 1 Modbus Data Bits

0x44 68 USINT 1 Modbus Stop Bits

0x45 69 USINT 1 Modbus Parity

0x46 70 USINT 1 Active Scan Enabled Flag

0x47 71 USINT 1 Run Mode Enabled Flag

0x48 72 UINT 2 NET LED Register

Ox4A 74 UINT 2 MOD LED Register

0x4C 76 USINT 1 Configuration Lock Default

0x4D 77 USINT 1 Restore Factory Defaults

Ox4E 78 UINT 2 IP Address Registers Start Address

0x50 80 UINT 2 Subnet Mask Registers Start Address
0x52 82 UINT 2 Gateway Registers Start Address

0x54 84 UINT 2 MAC Address Registers Start Address
0x56 86 UINT 2 Modbus Master Inter-scan Delay (ms)
0x58 88 UINT 2 Modbus Master Inter-message Idleél{ims)
Ox5A 90 UINT 2 Modbus Master Output Heartbeat (ms)
0x5C 92 UINT 2 Modbus Master NS/MS LED Heartbeas)Ym
Ox5E 94 UINT 2 Total EIP Input Data Length in Wofrds
0x60 96 UINT 2 Total EIP Output Data Length in Wsird
0x62 98 USINT 1 Input Map 1 — Modbus Function Code
0x63 99 UINT 2 Input Map 1 — Start Address

0x65 101 UINT 2 Input Map 1 — Quantity

0x67 103 UINT 2 Input Map 1 — EIP Input Length igtBs*
0x69 105 7 Input Map 2 — Same structure as Map 1
0x70 112 7 Input Map 3 — Same structure as Map 1
0x77 119 7 Input Map 4 — Same structure as Map 1
Ox7E 126 7 Input Map 5 — Same structure as Map 1
0x85 133 7 Input Map 6 — Same structure as Map 1
0x8C 140 7 Input Map 7 — Same structure as Map 1
0x93 147 7 Input Map 8 — Same structure as Map 1
O0x9A 154 7 Input Map 9 — Same structure as Map 1
OxAl 161 7 Input Map 10 — Same structure as Map 1
O0xA8 168 USINT 1 Output Map 1 — Modbus Function €od
O0xA9 169 UINT 2 Output Map 1 — Start Address

OxAB 171 UINT 2 Output Map 1 — Quantity

OxAD 173 UINT 2 Output Map 1 — EIP Output LengthBgtes*
OxAF 175 7 Output Map 2 — Same structure as Map 1
0xB6 182 7 Output Map 3 — Same structure as Map 1
0xBD 189 7 Output Map 4 — Same structure as Map 1
0xC4 196 7 Output Map 5 — Same structure as Map 1
0xCB 203 7 Output Map 6 — Same structure as Map 1
0xD2 210 7 Output Map 7 — Same structure as Map 1
0xD9 217 7 Output Map 8 — Same structure as Map 1
OxEO 224 7 Output Map 9 — Same structure as Map 1
OxE7 231 7 Output Map 10 — Same structure as Map 1
OxEE 238 USINT 1 8-bit Checksum of all the abovkiga

OXEF 239 USINT 1 1's Complement of the 8-bit Cherks

Notes regarding some of the fields in the configargfile:
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* Input and Output data lengths (marked by *) arealeulated by the firmware on every boot.
e UINT and UDINT data types are stored in Little-Eandformat.

e All arrays or strings of USINTs are stored byteHyge in the order the bytes would be
visually read from left to right. (i.e. IP Addre%2.34.56.78 is stored with 0x12 at the lowest
offset going up to 0x78 at the highest offset).

4.2 Firmware Upload

To upload new firmware, unlock the firmware andoggl the firmware file using a TFTP client. The
firmware file must be a valid DSTni SPB (Serial §ham Binary) file with the “.spb” extension.
Currently any file name is accepted. The filefstfiTFTP packet contains the SPB header and
checksum information which is validated before data is written to flash. Note that due to RAM
limitations in the XPort, the firmware file must beitten to flash as the TFTP packets are received
one by one. Therefore it is imperative that ydavala firmware file to completely upload before
resetting the target XPort or closing the TFTPrtlieOnce the header is validated and the upload
begins, the old firmware is already being oveneritt Canceling the transfer before completion will
result in corrupt firmware that will not load aftdre XPort is reset. If an error occurs during the
transfer, DO NOT reset the XPort. Remedy the mwbdlescribed by the TFTP error message and
attempt the upload again.
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